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TRENTON BOARD OF EDUCATION

Trenton Board of Education

We have completed an audit of the Trenton Board of
Education (TBOE) for the period July 1, 1997 to
September 30, 1999. Our audit was limited to expen-
ditures and did not include revenues. The prime
responsibility of the board is to provide a quality
education to approximately 12,000 pre-kindergartento
twelfth grade students. The TBOE employs approxi-
mately 1900 full and part- time employees. Totd
expenditures were $152 million in fiscal year 1998
and $162 millionin fiscal year 1999.

The objectives of our audit wereto determinewhether
expenditures were related to the school district’s
programs, werereasonable, and were recorded prop-
erly inthedistrict’ saccounting system. Thisaudit was
conducted pursuant to the State Auditor'sresponsibili-
tiesasset forthinN.J.S.A.18A:7F-6d.

Our audit was conducted in accordance with Govern-
ment Auditing Standards, issued by theComptroller
General of the United States. In preparation for our
testing, we studied legidation, administrative code,
policies of the board and the New Jersey Department
of Education Comparative Spending Guide. Provi-
sonsthat we considered significant weredocumented
and compliancewith thoserequirementswasverified
by interview and observation and through our samples
of financial transactions. We also read the budget,
reviewed financia trends, and interviewed district
personnel to obtain an understanding of thedistrict’s
programs and interna control. In addition, we re-
viewed audit reports issued by the board's certified
publicaccountingfirm.

A nonstatistical sampling approach was used. Our
samples of financia transactions were designed to
provideconclusionsabout thevalidity of transactions
as well asinternal control and compliance attributes.
Transactionswerejudgmentally selected.

Wefound that the expendituresincluded in our testing
were related to the school district’s programs, were
reasonable, and wererecorded properly inthedistrict’s
accounting system. However, we did note interna
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Auditee’s Response

TRENTON BOARD OF EDUCATION

control weaknesses and matters of compliance with
laws andregul ationsmeriting management’ sattention.

The Trenton Board of Education acknowledgescertain
internal control weaknessesand mattersof compliance
with laws and regulations meriting management’s
attention asreported by the State L egislature Auditors.
We haveincluded our response to each recommenda-
tion.

It isimportant to note that the Trenton Board of Educa-
tion received an unqudified Audit Report as of June 30,
1999 from their public accounting firm. Both the State
Legidative Auditors and the public accounting firm
reported that expendituresrel ated to the school district’s
programswerereasonableand wererecorded properly
in the district’ saccounting system. No transaction of
mal feasance or defal cation was uncovered during the
audit period.
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Cost savings can be
realized by review-

ing monthly billings.

Recommendation

Auditee’s Response

TRENTON BOARD OF EDUCATION
Medical Billings

The district provides health, prescription and dental
coveragefor itsfull-time employees and their depend-
ents through contracts with various private health
insurance companies. The total annual costs of the
medical and dental plans are $12.6 million and $1.2
million, respectively. Each company billsthe district
monthly for the costs of premiumsand submitsalist of
employeesenrolledinitsplan. Thedistrict reliesupon
its insurance broker to maintain its heath benefits
rosters and to review bills from insurance companies.
No overgght is performed by the district. Onamonthly
basis, the broker provides a memo to the Assistant
Superintendent of Human Resources stating that the
bills have been reviewed and can be processed for
payment. Our review of the district’ sinsurance bills
reveaed that the district has been overpaying for its
employees medical coverage.

We compared the June 1999 monthly lists sent by the
insurance carriers with the district’'s June payroll
register and found 1,365 errors which resulted in a
monthly overcharge to the district of $165,000. The
total annual overcharge to the district could be $2
million. Theprimary error found was subscriberswho
were not on thedistrict payroll. Thedistrict alsopaid
for dual coveragefor itsemployeesin somecases.

We sent several memosto the Human Resources (HR)
department through the Business Administrator in July
1999 asking for explanations of theseapparent errors.
No explanations had been provided as of the end of our
fieldwork.

We recommend the digtri ct seek reimbursement fromits
insurance carriers for all overcharges. The district
should assign an employee to maintain health benefits
rogers and review monthly billingsinstead of relyingon
ther insurancebroker. Written policieswhichinclude
procedures for timely removal of employees upon
terminati on of empl oyment should bedevel oped.

Thedidrictiscurrently investigating theaudit discrep-
ancies between personnel listingson medical billsand
payroll records. While valid differences cannot be
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guantified at this time, they include personnel on
approved leaves of absence with contractual medical
benefits, terminated employees receiving medical
benefitsthrough COBRA, personnel with disciplinary
chargespending and other valid personnel issues.

As reiterated in the December 10th letter from our
insurance consultant to the Office of the State Auditors.
“Theauditor failed to recognize:

Theintricacies of list carrier billing; the June 1,
1999 hilling statement moreaccurately depicts
enrollment as of April 1, 1999. It can take
upwardsof 90 daysfor terminations, additions
and changesto appear on a billing statement.
Debits/creditswould berecognized on afuture
billing statement.

Individuaswho are not on payroll but maintain
eigibility for benefits such asthose on approved
|eavesof absence, survivor’ sbenefits, Family
Medical LeaveAct, litigations, etc..

COBRA continuees and retireeswhosepremi-
ums are reimbursed to the district through
COBRA €lect.

Employeeswho areinsured under one name but
go by adifferent last name on the payroll.

Employees who are covered under two labor
agreements and are technicaly dligible for
duplicatecoverage.

Ambiguous language in some of the older labor
agreements which entitled the individuals to
coverage in numerous medical plans. (We
revised and updated the contract language to
correct thismatter.)”

During the period August - November 1999, the
Trenton Board of Education hired aHuman Resources
Manager, purchased Human Resource Computer
software and began are-enrollment processfor al of its
employees.

<K
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eimbursements

from retirees should
be reconciled to insur-
ance billings.

Recommendation

Auditee’s Response

TRENTON BOARD OF EDUCATION

COBRA

In compliance with federa regulations, the district
makes medical, dental, and prescription coverage
availablefor alimited amount of timeto employeesand
their dependents who haveterminated their empl oyment
withthedistrict. Thedistrict paysthemedical carriers
for this coverage. These former employees are sup-
posed to reimburse the digtrict for the cost of their
coverage by submitting monthly payments to Cobra
Elect, the administrator of this program. Each month,
CobraElect sendsthe money that it has collected to the
district. TBOE received $486,600 from Cobra Elect
during fiscal year 1999.

Our review noted that the district does not know the
total amount that it should receive from Cobra Elect
and it does not perform any stepsto ensure that it has
received proper payment. I1n addition, CobraElect does
not submit alist of uncollected paymentstothedistrict.
Therefore, the district does not know whose coverage
should bediscontinued.

Wereguested alig of dl Cobraparticipantsfrom Cobra
Elect and compared thislist to the June 1999 medical
billings. Our review revealed that the district paid
$5,600 in June for 44 Cobra participants that Cobra
Elect did not haveonitsactivefiles.

Werecommend that the district reconcile futurereim-
bursements received from Cobra Elect to assure that
proper rembursementsarereceived. Thosewho are not
paying for their coverage should be removed fromthe
plan. We further recommend that reconciliations of
CobraElect reportsto the actual health plan billingsbe
performed to verify that billingsare correct and proper
coverageisprovided.

The response to the medical billings finding also
addressesthe COBRA issue. In addition, the Human
Resources Department will be devel oping new written
proceduresfor the timely removal of employees upon
terminations of employment and the expiration of
eligibility of benefits.
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ayroll  deductions

should be made for
mechanics and laborers
receiving dental cover-
age.

Recommendation

Auditee’s Response

he district should

ensure that only em-
ployees who are eligible
participate in its incen-
tive payment plan.

TRENTON BOARD OF EDUCATION

Dental Coverage

The agreement between the Trenton Board of Education
and the Mercer County/Vidnity Building and Construc-
tion Trade Council, which covers mechanics and
laborers, satesthat “ Employees may arrange for dental
coverage a theemployees’ expense, and theBoard will
... [arrange] payment through payroll deductions’. We
reviewed the June 11, 1999 payroll register and found
seven mechanics and laborers who received dental
coverage but did not have the required deduction made
fromtheir paychedk. The cost to thedistrict for thetwo
year audit period was $8,700. Thisoversight occurred
because HR g&ff did not submit to the payrol | section of
thebusi ness of ficethe documentati on needed to assure
theproper payroll deductions.

We recommend that the district seek payment from
employeesfor dental coverage. Wefurther recommend
that corrective action be taken to assure that proper
payroll deductionsare madein thefuture.

The Human Resources Department has begun the
process of verifying payroll deductions for dental
coverage. Back payments of dental premiums will be
pursued.

Eligibility for Incentive Plan

The Trenton Board of Education adopted an Attendance
Incentive Payment of Accumulated Sick LeavePlanin
1999 for members of the Trenton Administrators and
Supervisors Association, the Trenton Educati on Associ-
ation, and the Pargprofessional Unit. Theplan provided
employees with at least 20 years of full-time service
with the Trenton School District double the amount
normally paid for accumulated sick leave. The total
codt of theplan is $4.3 million, to be paid out over four
years. Our review of recipient eligibility for the plan
found two retirees who were not eligible because they
had been employed by the district for lessthan 20 years.
Thesatwo employessreceived an additional $30,600in
incentive pay becausethey wereimproperly includedin
the plan and because of calculation errorsin determin-
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Recommendation

Auditee’s Response

eave time payments
should be reviewed
for accuracy.

Recommendation

TRENTON BOARD OF EDUCATION

ing their payout. Such errorscould be minimized if the
HR department, whoseresponsibility wasto verify the
eigibility of employeesfor the plan and to calculatethe
payouts, provided adequate supervisory review of work
performedby itsemployees.

We recommend that the district seek reimbursement for
all overpayments made to ineligible employees and
drengthenthe processof supervisory review intheHR
department.

Thedistrict will seek reimbursement from the two (2)
employees. The supervising review process in the
Human Resources Department hasbeenincreased with
newly hired personnel.

L eave Time Payments

TBOE’s contracts with its various bargaining units
alow employeesto recaive payment for portionsof their
accumulated leave balances upon retirement. The
payment is based on the total number of unused days
and a “factor per unit agreement or District policy”.
Our review of paymentsto 33 retired employeesnoted
that eight employees were underpaid atotal of $11,000
and two employees were overpaid a total of $2,400.
The underpayments were due to the use of theincorrect
factor in the calculation. The overpaymentsweredue
toincorrect calculations of thetotal number of unused
days. Inaddition, ateacher specialist who converted
from a 12-month employee to a 10-month employee
wasoverpaid $12,700 because theincorrect number of
daysand the incorrect factor were used inthe calcula-
tion. These paymentsfor unused leave time were not
caculated correctly by the HR department becausethe
proper factors were not communicated to theemployees
calculating the payouts and payments were not re-
viewed for accuracy.

We recommend that the district seek reimbursement for
al overpayments and make appropriate paymentsto the
underpaid retirees. Wefurther recommend that future
payments be monitored more closely for accuracy by an
HR supervisor.
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Auditee’s Response

Future employment
contracts should ex-

clude the *“supermax”
provision.

Recommendation

TRENTON BOARD OF EDUCATION

An accounting of all leaves will be maintained sepa-
rately by the Human Resources Department. The
newly hired Human ResourcesManager, will monitor
leavetime payments carefully, to assurethat the correct
payment cal culationsare made.

P> <

Maximum Salaries

Thedidrict’'semployment contractswithitsadministra-
torsand cugtodiansinclude aprovision which automati-
cdly moves employeesto the maximum salary of their
sdary guide upon arequired number of yearsof service
and/or yearsinthesamejobtitle. Thisisreferred to as
the “supermax” provision. The other school districts
that our office hasaudited do not have such acontract
provison. The administrators' contract states: “Any
employee within the Association with thirty years of
accredited service and at least seven years in ther
present position, or any employee within the Associa-
tion with twenty five years of actua service to the
district and at least seven years of service in ther
present position shall move to the appropriate salary
guide presently in effect a maximum sdlary.” The
custodians’ contract states: “ Any employeehavingten
(10) yearsor more servicein the system and/or seven
(7) yearsinthe samejobtitle shall automatically goto
maximum pay.”

The supermax provision resulted in large payouts to
digtrict employees during our audit period. Our review
of salary activity during fiscal year 1999 showed that
theseprovisionscost thedistrict $71,000.

. Four administrators received salary increases
ranging from $9,700 to $13,100, which totaled
$42,000 asaresult of the provision.

. Six custodians recaived salary increasesranging
from $2,300 to $9,600, which totaled $29,000
asaresult of the provision.

We recommend that future contractsfor administrators
and custodiansincludeonly normal salary increments.
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Auditee’s Response

he district’s com-

puter inventory pro-
cedures should be im-
proved.

Recommendation

TRENTON BOARD OF EDUCATION

TASA and the Trenton Board of Education agreedon
November 4, 1997 to terminate the supermax salary
provison. Anyone hiredin hisor her current position
after July 1, 1993 isnot eligiblefor this benefit.

The Custodian Contract has a similar clause that
provides asupermax incentive. Thisisstill part of the
current contract. The contract expiresin June 2000.

<K

Computer Inventory

Thedistrict’ smanagementisresponsiblefor establish-
ing afixed asset inventory systemwhichwill safeguard
assetsfrom loss or unauthorized use. In addition, this
system should help to fix responsibility for particular
assets, obtain optimum insurance coverage, support
insurance claims, identify surplus property, and track
items purchased with different types of funds. The
district has established a property inventory policy
which defines equipment, establishes a system of
identifying assets and record-keeping, and requires
physical countsof all district-owned equi pment.

Thedidtrict purchassd over 2000 computersand rel ated
equipment at a cost of $3 million in June 1998. Our
effortsto locate these computers reveal ed instances of
noncompliance with thedistrict’ sinventory procedures,
asfollows:

. None of these computers are included on the
district’ sfixed asset master inventory list.

. We could not locate 47 computers and 45
monitors out of a total of 319 purchased for
Trenton Central High School. Thisrepresents
approximately $62,000in missing equi pment.

. There were no inventory tags, which are re-
quired, on the computers observed at two
schools.

The district should ensure that all computers are in-
cluded onitsfixed asset master inventory list and that
adequate distribution procedures are established. It
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Auditee’s Response

ecial Services con-
ractsshould be mon-
itored more closely.

TRENTON BOARD OF EDUCATION

should attempt to locate the missing computers at
Trenton Central High School.

Dueto the funding complications, the purchase of the
2000 computers did not flow through the district’s
normal purchasing procedures.

These computers are now on the district’ s fixed asset
madter inventory list and are properly tagged. Thereare
still 41 missing computers and this matter iscurrently
being addressed by district security.

<K

Special Services

Thedistrict’ sSpecial Servicesdepartment utilizesthe
sarvices of many consultantsto provide student evalua-
tions and therapies. Board resolutions and letters of
agreement between the consultants and the board
establish the servicesto be provided, the rates of pay,
the period of the agreement, and, in some cases, a cap
on tota payments. Our review of paymentsto asample
of these consultants during fiscal years 1998 and 1999
revealed:

. Payments to three consultants totaling
$215,300 werein excess of that authorized by
boardresol utions.

. Four providerswere overpaid $12,700 because
of paymentsin excessof theapproved ratesfor
their particular service and inaccurate time

reporting.

. There was no board approval for the services
provided by one of the vendors, which
amounted to $33,200.

These errors occurred because the Special Servicesstaff
did not review the vendors' billsfor compliance with
the board agreements. In addition, the business office
did not encumber fundsin the amount of the contract
capsto prevent unauthorized payments.
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Recommendation

Auditee’s Response

( :ontract terms for
consultants should

be enforced.

TRENTON BOARD OF EDUCATION

We recommend that the Special Services department
review vendors hillsmoreclosely to ensurecompliance
with the board agreements. When a contract cap is
established by board agreement, funds should be
encumbered for the capped amount.

The Department of Special Serviceswill ensurethat the
Board of Education approves professional consulting
sarvices. After the approvals are secured purchase
ordersshall be prepared to encumber funds. Invoices
received by Accounts Payable for consulting services
will not be paid in excess of the purchase order
amounts.

Consultants

During fiscal year 1998, there were vacancies in the
following management pogtionsinthedistrict: Superin-
tendent, Assistant Superintendent for Human Re-
sources, Assistant Superintendent for Curriculum and
Instruction, and Business Administrator/Board Secre-
tary. These positionswerefilled by interim consultants
for specified periods of time at per diem rates of pay.
The terms of employment were established by board
resolutions, as required by the Public School Contract
Law. Our review of the board agreements and of the
payments to these consultants revealed unauthorized
payments totaling $21,900. These payments were
unauthorized because the time worked by the consul-
tants was not approved by board resolution, contract
caps were exceeded, or payments exceeded the ap-
proved rate. These exceptions occurred because the
business officedid not adequately review theinvoices
submitted by these administrative consultants agai nst
theboardresolutions.

After a new interim Assistant Superintendent for
Human Resources was hired, the previous interim
assgant superintendent was authorized by the board to
work asaconsultant. Theboard’ sresolution provided
that the consultant would serve the HR department.
Management stated that hisserviceswererelated to the
HR computer system. However, management could not
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Auditee’s Response

Contracts should be
prepared for all

construction projects.

Recommendation

Auditee’s Response

TRENTON BOARD OF EDUCATION

identify work performed. The consultant was paid
$7,200.

The business office should compare consultants
invoicesto board resolutionsmoreclosely. Inaddition,
the board shoul d specify consultants' responsibilitiesin
their resolutions.

The Business Office will prepare purchase orders in
support Board of Education authorizations for al
consultants. Accounts Payable will only pay invoices
agang thesepurchaseorders. Consultant responsibili-
tieswill beincluded in Board resolutions.

Capital Construction Contracts

TBOE empl oysaconstruction management consulting
firm to plan and overseerenovations and construction
projects for the district’s schools. The consultant’s
responsibilitiesincludethedevel opment of job specifi-
cations, review of contractors' bids, and oversight of
construction activities. The consultant’'s work is
reviewed by the district’ s buildings and grounds unit
within the businessoffice. Our review of thedistrict’s
capital construction activitiesrevealed that therewere
no contractsfor 6 of the 15 projectsthat wetested. The
total value of these projects was $1.9 million. The
state’ s Public Schools Contract Law requires that all
purchases over $12,900 must have awritten contract.
However, theconstruction management consultant did
not prepare contractsand thedistrict businessofficedid
not ensurethat all jobs had contracts.

We recommend that the construction management
consultant prepare contracts for al future capita
construction projects.

With achangein construction manager personnel and
the Trenton Board of Education, contracts were not
prepared for all capital construction projects. During
the fall of 1998, a new policy was enacted requiring
written contractsfor all capital projects.

<K
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Purchased equipment
should be put to use

in a timely manner.

Recommendation

Auditee’s Response

ome Instruction
hours should be
monitored.

TRENTON BOARD OF EDUCATION

Unused Equipment

Thedidrict purchased 80 Sony Playstationsand educa-
tional software to be used for homebound instruction.
Theseitems, which cost $79,000, were delivered to the
digrict’ swarehousein December 1998. However, as of
October 1999 they remained in the warehouse. Ware-
house personnel informed the Special Servicesdepart-
ment of the arrival of the equipment but never received
a response. According to a memo from the Specia
Sarvices department to the Assistant Superintendent for
Curriculum and Instruction, “wewereall tremendously
impressed with the program and are envisioning its
application in many areas to enhance our Specid
Education programs...”. Thefact that the Playstations
have not been usad for nearly one year suggeststhat the
purchase was not so important or that the home bound
instruction program has been deprived of animportant
educational tool.

Thedidrict should not purchase equipment unlessthere
is aclear need for the items. The warehouse should
prepare areport of unclaimed equipment for distribu-
tion throughout the district on aregular basis.

According to the Special Services Department, this
project was delayed due to programming and training
issues. This equipment has been delivered to Grant
Elementary School. The Buildings and Grounds
Department is currently developing procedures to
monitor thewarehouse on aregular basis.

<K

Home Instruction

The Board of Educationisrequired to providequalified
students with home instruction in lieu of classroom
instruction. New Jersey Administrative Code
6A:14-4.8 states “ Instruction shall be provided for no
fewer than 10 hours per week.” In addition, theadmin-
idrative code satesthat homeinstruction dueto tempo-
rary illness or injury for students with or without
disabilities shal be provided for no fewer than five
hours per week.
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Recommendation

Auditee’s Response

he district should

implement  formal
plans to address Year
2000 data processing
problems.

TRENTON BOARD OF EDUCATION

Our review of homeinstruction recordsdisclosed that 9
out of 21 studentsdid not receivethe required hours of
instruction. In addition, we found that instructors
reimbursement requests were not accurate. Five in-
gructorsincluded zero travel timeontheir reports, even
though they worked a varioushomes. Two instructors
records claimed that they provided homeinstructionto
students at different locations at the same time. Asa
result, homeinstructorswere compensated for timethat
was not spent teaching. Thislack of compliance with
the administrative code and theimproper claimswere
not detected because of thelack of supervisory review
by the Special Servicesdepartment.

We recommend that the Special Services department
monitor thehomeinstruction attendance sheetssubmit-
ted by ingtructorsto ensurecompliancewiththe Admin-
istrative Code and the accuracy of thetimereported.

Effective September 15, 1999, the Department of
Special Services revised the forms used to document
homeingruction hours. Thenew formincludesindivid-
ual arrival/departure times and parental signature of
eech vist, which reportsinstructional timeand liststhe
student’s entitlements.  All forms are verified and
monitored by the Department of Special Services
Supervisor.

Operational Continuity

Computer programs were historically designed to
conserve data storage space by using two digits to
depict the year-date. When the year 2000 occurs, "00"
will present an ambiguity that prevents such systems
from distinguishing between 1900 and 2000. This
problem threatenstheinformation systemsuponwhich
the school didtrict relies to conduct its business and
deliver quality educationtoitsstudents.

TBOE does not have aformal districtwide Y ear 2000
plan that specifically acknowledges or addressesthis
issue. Our review disclosed that the responsibility to
ensure systems compliance could not be ascertained.
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Thedistrict should main-
tain a disaster recovery
contingency plan.

Recommendation

Auditee’s Response

TRENTON BOARD OF EDUCATION

There is no districtwide inventory of hardware or
software. Whilethe AlIX Version 4 platform’s hard-
ware and software appear compliant, the status of other
system platforms, embedded systems, telecommunica-
tionsand internal and external interfaces could not be
determined. Any compliance accomplished to date has
resulted from unrelated consultant directed system
design and development initiatives. A districtwide
strategic plan is necessary to provide a systematic
approach to Y ear 2000 compliance. Critical issuesto
consgder include assessment, budgeting, embedded
systems, and testing of al hardware and software
products. Implementing astructured planned approach
can decrease the risks associated with the Y ear 2000
problem.

A disaster recovery contingency plan should be main-
tained to ensure the timely resumption of critical
applications in the event of system failure or dataloss.
The plan should establish procedures and areas of
responsibility. It should specify hardware and support
staff requirements and costs. The plan should aso
stipulate the expected recovery period and interim
contingency procedures.

We recommend that the district immediately develop
and implement a Year 2000 plan which provides a
systematic gpproach toward Y ear 2000 compliance and
minimizes problems with the district’s business pro-
cesses, and prepare contingency plansin case of Y ear
2000related failures.

We further recommend that district management
develop a formal disaster recovery plan, which may
include the contracted services of athird party to ensure
the timely resumption of critical businessprocessesin
theevent of adisaster.

Thedidrict’s student records softwarewasupgraded for
the year 2000 on July 27, 1999. The administrative
software was upgraded on December 1, 1999.

The digtrict technicians will be upgrading al of the
operating systemswith thelatest patches supplied by the
Microsoft Corporation. All administrative computers
will be upgraded by December 23, 1999.
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he district should

maintain formal se-
curity policies and proce-
dures for the administra-
tion of access to its com-
puter resources.

TRENTON BOARD OF EDUCATION

The district’ smajor software files are backed up on a
dally bass and the year 2000 compliant upgrades have
beenimplemented andtested.

Intheevent of asystemsfailure, thedistrict developed
in December, 1999 a written plan. Thisplan contains
the service contracts with the hardware, software and
network third party vendors who will assist usin a
timely resumption of businessprocesses, if necessary.

<K

Information System Security

Lack of formal policies and procedures weaken the
internal control environment throughout theorganiza-
tion. Access controls are maintained to prevent and
detect unauthorized access to computer resources.
Polices and procedures established for administering
these controls should be designed to ensure user ac-
countability and password confidentiality and to pro-
vide only the accessnecessary to performassignedjob
repongbilities. Our review noted system security was
not being adequately administered asevidenced by the
following conditions.

System accessis not traceableto specificindividuals.
The current method of assigning access to computer
resources establishes | Dsthat are generic or not identifi-
ablewith aspecificindividual. Thisreducesthe useful-
nessof the audit trail maintained by the system.

Passwords are not periodically changed. Under the
current system, operating, network and application
passwords are either not required or not changed at
regular intervals. At thetime of our review, therewere
five operating system IDs that did not require a pass-
word and eight 1Ds whose password have never been
changed. Currently, the password management option
for network security hasnot beenimplemented. Man-
agement of application user passwords has not been
manually performed. Thesefactorsincreasetherisk of
passwordsbecoming public knowledge.

Assgned privileges provideaccessbeyond that required
to performjob responsibilities. Thecurrent privileges
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Recommendation

Auditee’s Response

TRENTON BOARD OF EDUCATION

afforded to vendor programmersarelessrestrictivethan
desired. These programmers have access to both
programs and data and are able to log onto the data
center’s computer without the prior knowledge of
management. Thisincreasesthe risk of unauthorized
use, lossor modification of financial data.

Individual sno longer requiring accessarenot removed
timdy. A periodicmonitoringof individual’ saccessof
computer resourcesisnat performed. At thetime of our
review, there were ten operating system | Dsthat had not
been used since 1996, five of which had never been
used. Inaddition, two employeesretiring in June 1997
and December 1998 still retained accessto the business
goplication. Thisdsoinareasestherisk of unauthorized
use, lossor modification of financial data.

We recommend that the district develop and maintain
security policiesand proceduresto ensure user account-
ability, password confidentiality, privilege suitability
andtimely termination.

The MIS Department is in the process of developing
security policies and procedures that will monitor
personnd changesfor accessto computer programs. In
addition periodic schedul ed password changeswill be
made to enhance security. The projected completion
dateis March 2000.
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